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Social Media - Keeping Yourself Safe whilst using Social Media – General Advice/Reminder
Here is some advice for council employees on staying safe while using social media, especially if your job puts you at higher risk of threats from customers or service users.
· Review and Update Security Settings: 
· Think about who can see what you share and manage your privacy settings accordingly. 
· Regularly check the security settings on your social media accounts. Ensure that your profiles are set to private, so only approved friends and followers can see your posts and personal information. See link in Further Useful Information section for how to edit settings. 
· Be Cautious with Personal Information: 
· Avoid sharing sensitive information such as your full name, address, phone number, or financial details on social media. This information could create risk of unwanted contact from service users/customers, lead to your identity being stolen or used to commit fraud.
· Be Search Savvy: Google yourself and see what comes up. It’s the first thing others will do, so make sure you’re happy with what they find.
· Think before you post. 
· Assume that what you post could be shared and read by anyone;
· Remember that privacy settings cannot guarantee that something you post will not be publicly visible; 
· Once something is posted, it can be difficult to remove completely. Consider the potential impact of your posts on your personal and professional life. Be mindful of the photos and content you share online.
· Maintain appropriate professional boundaries if you communicate with colleagues, service users or carers. 
· It is not appropriate to 'accept' service users and their carers as online 'friends' in a personal network, as it creates a personal relationship outside of the workplace;
· Do not post inappropriate material. 
· Use your professional judgement in deciding whether to post or share something;
· As an employee, follow Shropshire Council's Social Media Policy . See also Social Media Terms of Use - Personal Social Media Accounts
· Ensure you are up to date with your Cyber Security training on Leap into Learning.
· When in doubt, speak to your line manager.
Reporting Incidents
· Report all work related incidents, violence, aggression, dangerous occurrences and near misses using the online incident form on ERP. This includes verbal and written threats. If you experience any form of abuse or harassment on social media, report it to the platform immediately. Most social media platforms have mechanisms in place to handle such reports and protect use.
The above advice is based around tips circulated by the Health and Care Professions Council (HCPC)
Further Useful Information
See this link to the National Cyber Security Centre’s Social Media: how to use it safely   This contains advice provided by the major social media platforms on how to set up privacy controls and suggests some tips on how to use social media safely
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